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External Events Impacting RIM

*93% of all records are created on a computer
*200+ Exabytes of data by 2010

eDecrease and dissatisfaction of information
findability

1.5 trillions of printed pages in 2010

eIncrease in number of litigation cases filed in U.S.
and EU

eBusiness growth

Records and Information Management (RIM) is
the systematic controls and processes that
manage the records and information assets
of an organization from creation or receipt

until final disposition ¢ )
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RIM Provides Answers

¢ Requirements for the design of new technology—
rules on information in distributed environments

¢ Retention requirements reduce increasing volumes
of data and paper

¢ Consistency of process demonstrates repeatability

¢ Controls address the demands from increased
litigation

» Classification improves “Findability”

How Organizations “See” RIM
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PRINCIPLES OF RECORDKEEPING

Defining GARP

¢ Generally Accepted Recordkeeping Principles

Eight Principles referring to an industry
accepted framework for recordkeeping

Applied to the Lifecycle of Information
In support of 1ISO 15489
Derived from tradition, best practices

Developed by experienced RIM professionals

The Purpose of Principles

RIM can only meet these criteria if your
program includes these elements:

It is normal business process
Objective in approach
Standardized methodology
Media independent

Measurable
... fully integrated
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Principle of Accountability

Someone is assigned. . .

* Senior level executive assigned
accountability for the RIM Program

¢ Governance Committee provides
oversight

¢ People are assigned responsibility
for every element of the Program

¢ Established and published roles and
responsibilities
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Principle of Integrity

Demonstrate information is
authentic

Demonstrate information is
reliable

Records are created, dated

and signed when, and as,
appropriate

Principle of Protection

¢ Information is secure from
external threats

¢ Information is protected from
unauthorized access

o Access rights are determined on
every category of information




Principle of Compliance

Legal and regulatory requirements are known and
applied

Practices for managing information abide by laws,
regulations and company policy

Employees are informed of their expectations and
know what to do

Principle of Availability

Information is findable
Information access is timely
Access is efficient & accurate

Taxonomies
File Plans
Quality Control

Principle of Retention

Company shall develop a Records Retention Schedule
(RRS)

RRS shall take into account legal, fiscal, operational
and historical needs

Records and information will not be retained beyond
its required retention period
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Principle of Disposition

¢ Determining disposition shall be
“business routine”

» Disposition is timely and efficient

Records to be preserved are identified
and properly managed

Obsolete information is disposed

Principle of Transparency

RIM Program processes shall be documented

Documented procedures shall be available to staff

Adequate training shall be offered to ensure
understanding

Policy and procedures shall be published in a public
locale to ensure access

RIM Applies Throughout Lifecycle
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Where Do | Start in Building a RIM Program

First — Develop a Program Charter

1./ Program mission, services, governance
committee

2. Define the roles of the committee, the Records
Manager, management and employees

3. Clearly state the problem and how RIM will
provide the solution and ongoing value

4. List the immediate steps you will take
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Choosing Program Elements
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Develop a Strong Policy

Creation
Usage
Maintenance
Storage
Disposition

Establish a Governing Model

Program The WHY and rules
Policy

The WHAT and WHO

The HOW, WHO and WHERE

Tools and resources
for implementation
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Strategic vs. Tactical

Strategic Elements Tactical Elements

» Program vision & direction »Managing File Rooms

» Policy & retention
requirements

» Organization glossary

> Discovery participation

»>Managing offsite storage
»>Managing archiving of
electronic media

» Process design »Oversight in system design
» Standards for technology or data mapping
> Establishing standards for »Scanning & indexing
> :*:Ft“d: s - services
criteria & monitorin,
C:mlp"alncel T »>Hold order communication

» Education »Procedural training

And Remember. ..

Getting from the here
(where you are
today) to there
(where you want
the program to be)
is a journey and
does not happen by
magic. . .
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Build and Foster Key Relationships

Key relationships RIM should have:

Legal provides the legal requirements and the
compliance demands

IT has tools for creating the records and
information and tools for managing

Records Management applies the business
process to complete the third leg of a stool
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Measuring Maturity

Methods of Measuring Maturity:
»Surveys
» Audits
> Reporting (Monitoring)
> Inspections
> Etc.

Measuring Maturity

Accountability - who is responsible

Governance - policy, procedures & RRS

Training — education; not just showing them how.to
do something, but why

Measuring - controls; repeatable
Auditing — checking to see that it works

Infrastructure — having people on the team to
inform, communicate, sponsor and partner
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Characteristics of Mature Programs

Understanding — measurable employee awareness
Sustainability — year-over-year procedures that are
repeatable
Compliance - improved use of services
“if you build it, they will come”
Findability — broadened knowledge of where records
and information are located
Readiness — improved litigation response time

Integration — system designs include RM
requirements to improve findability, accessibility
and retrievability

Session Takeaways

1. Programs founded on the GARP principles are a
great place to begin

2. RIM sets the rules and processes for managing the
lifecycle of information assets

3. RRS and Policies are key cornerstones for good
governance

4. Building a Program is a step-by-step process and
takes time
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