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About Zions Bancorporation

500 Banking Offices in Ten Western and
Southwestern States:

— Arizona, California, Colorado, Idaho, Nevada, New
Mexico, Oregon, Utah, Texas, Washington

 As of December 31, 2007 -
— $52 billion in assets T
— 11,700 employees e e Bl
* Subsidiaries include s =
— 8 Affiliate Bank Brands -
— 2 Securities Brokerages '
— 2 Payment Processors (Credit Card and Medical)
— 1 Software Provider (Rezmote Deposit)



History - April 2004

No Corporate RM Policy for Institution with $30
pillion In assets.

Rapid growth through acquisition

Records stored in 55+ facilities ranging from self
service mini-warehouses to state of the art
vendor facilities

Management decision to Utilize Jordan
Lawrence software and consulting services

Records Management Project kick-off

— Scope Includes corporate records management policy
& retention schedule development, physical records
storage clean-up & consolidation, corporate-wide
records inventory, electronic records management,
email archive implementation
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History — July 2004

Let’s get started!
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History — August 2005
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History Snapshot - April 2005

New Corporate Policy and Retention Schedule is
Implemented

Corporate Records Program Manager hired

Project is closed out, but...
— Physical records inventory consolidation in progress

— Retention schedule contains 3500 record types with
significant duplication and poor record descriptions

— Emall archive implemented, but
« Development of ERM policy & procedure deferred
» A list of “opportunities” for future projects is being discussed

— Electronic records inventory expected to add 3500
record types to the retention schedule ®

Decision not to move forward with vendor

provided software and consulting services
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History Snapshot — April 2005

The first Published Retention Schedule

IIONS BANCOERPORATION - RETENTION SCHEDULE

[ssied: 4725005, Page 16 of 46

Criwislam | Retenticn
Funcklomal Period Retention
Al RECORD TYPE MAME DESCRIFTIONM {Moiiths) Citation /R easoi
Crescit - CREDIT FRESENTATION - COPY CREDIT FREEENTATION AND RELATED MEMOE 2HELISINESS REED
Commercial
Cresat - CREDIT PRESENTATION - COPY COPIES OF CREDIT PRESENTATION AND RELATED MEMOS 2YEUSINESS HEED
Commeercial
Crsat - CREDTT PRESENTATIONRS - INACTIVE COFIES OF CREDIT PRESENTATION AND RELATED MEMOS FOR IMACTIVE LOANS
Cosmmercial
CHWY CREDTT REQUIESTS CLIERT CREDIT VERIFICATIONS REQUESTED BY THIRD PARTIES
[nsuraras C50 REINSURANCE STATEMENTS MONTHLY STATEMENTS SHOWIRG THE CREDIT/DEEIT AMDURNT OWED T ZI0MNE LIFE IS, OO,
FROH C50 FOR CLAD FRODUCTS.
BRARCH CUREENCY TRANSATTION REFORTE CASH DEPCSITE WITHDRANALS MADE OWER $10,001
BANEING
CURRENCYCOIN ORDER FORME LIST OF CHANGE AND CLUIERENCY THAT THE OUSTOMER WANT= FNELEINESS REED

Banking

CUSTOMER ACREEMENTS - EXPIRED

COFY OF MECELLAREDUS WRITTEN AGEEEMENTE BETWEEN A BRARCH ARD & CUSTOMER WHITH
ARE MO LDMGER IW FORCE

THUT 5T & 78-12-23

CLSTOMER CASH ADVANCE FORMS

=l Fo L5 e wWARLE

2412 CFR 330

CLSTOMER CASH ADVWANCE FORMS

COFY OF THE SIGNED FORM REQUEETING TAEH ADVANCE

2912 CFR 336

CUSTOMER DONTRACTS - ACTIVE

LOAM PAYMENT ACGREEMENT, LETTER OF CREDIT REIMEURSEMENT AGREEMENT
M52 FORMS: ARETTEATION AGREEMENT AND CUSTOMER INFORMATION SHEET BECITED BY
WALLT CLIEMTS FOR WALLT SERVICE

THUTST s FE-12-13

CLSTOMER DONTRACTS - INACTIVE

MEE FORME, ARETTRATION AGREEMENT AND CUSTOMER INFORMATION SHEET BEXECUTED BY
SARULT CLIEMTS FOR WALRT SERYICE

CLSETOMER, DATARBASE

CQUETOMER FROFILES AMD PRODUCT INFD

CUSTOMER FILE ~ ACTTVE OUSTOMER FINAMCLALE, CORRESPOMDERCE, ACCOUMT INFORMATION, TRANSACTION HIETORY,
CASH MANAGEMENT FILES, ACCOUMT ARALYSIS CUSTOMER STATEMENTS

CUSTOMER FILE - ACTIVE SERVICE AND MAINTERAMCE ACHEEMENTS WITH OUSTOMERS, COREESPORDEMCE

CUSTOMER FILE - ACTIVE AFPLICATIONS, WORESHEETS, CLSTOMER FINARCIALS

CUSTOMER FILE -~ CLOSED AFPLICATIONS, UFDATES, DDRRESFORDENCE & FINAMCLAL RELATED DOOUMENTS

CUSTOMER FILE ~ IHACTIVE OUSTOMER FINAMCLALE, CORRESPOMDERCE, ACCOUMT INFORMATION, TRANSACTION HIETORY, BYCA OOML 5 +1D5
CASH MANMGEMENT FILES, ACOOUMT ARMALYELS CLISTOMER STATEMENTS

CUSTOMER FILE - INACTIVE CLOEED SERVICE AND MAINTERAMCE AGREEMENTS WITH CUSTOMERS, CORRESFONDENCE BHCA COML 5 05

CLSTOMER, FILE - LEGAL DOCUMENTS

POWER OF ATTORKEY, MARRIAGE CERT, DEATH CERT, TRLUET, ETC.

TYUT 5T s MB-12-23

CUSTOMER FILES - ACTIVE

FILES CONTAIN CLETOMER IMFORMATION SHEET, ARMORED CAR DEPDEIT AGREEMENT,
AREITRATION AGREEMEMT, MISC. RESEARCH, ETC., CLIENT= HAMES, ADDRESSES, ADDOUNT

MIEMOEDT ADKODEN CADSITEDS FMUESANE MENEE SACOEONT O SOEECCnmENERT DL RE

2




History Snapshot — April 2006

Acquired Amegy Bank — System conversion in progress
— Amegy 2 years into RM Program implementation
— Working with IRCH on new Schedule
— Using TBA Schedule (approx. 1300 record types)

Physical records storage consolidation still in progress!

Updated Corporate Retention Schedule — reduced to
750 record types, primarily by eliminating duplicate titles

Iron Mountain account consolidation completed

IM Connect implementation in progress
— Rolling out to 500+ users/300+ departments —
— Users required to classify records before sending off-site

Working with IT to develop a system inventory to include
Information regarding records created / stored

Kicking off effort to combine / improve Zions
Bancorporation and Amegy retention schedules using
IRCH Retention Manager software.
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ZIONS BANCORPORATION - RETENTION SCHEDULE

History Snapshot — 2006

Our Current Retention Schedule - Getting Better!

Uodzt=d: 11/10/2006, Page 9 of 24
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RECORD RETENTION
FUNCTIOMAL AREA RECORD TYPE NAME DESCRIPTION PERLOD CITATION
TYPE CODE {MOMTHS)
PRIVATE SERNICES PRIO04 CUSTOMER DATABASE (CUSTOMER PROFILES AND PROCUCT INFO 9995 BUSINESS NEED
|PRIVATE SERVICES PRIODS CUSTOMER FILE EXECUTIVE BANKIMNG, PRIVATE SERVICES - APPLICATIONS, UPDWTES, CORRESPOMDENCE & FINAMCIAL RELATED 72 UT 5T & 78-12-23
DOCUMENTS. CORRESPONDENT BANKING - CUSTOMER INFORMATION SHEET, ARMORED CAR DEPOSIT AGREEMENT, MASDY rule 1784-¢
AREITRATION AGREEMENT, RESEARCH, ADDRESSES, ACCOUNT NUMBERS, CHANGE ORDER PASSWORDS,
(OORRESPOMDENT BANK ACCOUNT. INVESTMENTE - NEW ACCOUNT FORM, ACCOUNT UPTIATES, AND RECORDS OR REF
HUMBER CHANGES, ETC
PRIVATE SERVICES PRIDLS CUSTOMER FILE - ACTIVE EVECUTIVE BANKIMNG, PRIVATE SERVICES - APPLICATIONS, UPTWTES, CORRESPOMDENCE & FIMAMNCLAL RELATED 9995 BUSIMESS: NEED
DOCUMENTS. CORRESPOMDENT BANKING - CUSTOMER INFORMATION SHIEET, ARMORED CAR DEPOSIT AGREEMENT,
MAREITRATION AGREEMEMT, RESEARCH, ADDRESSES, ACCOUNT MUMBERS, CHANGE ORDER PASSWORDS,
(OORRESPOMDENT BANK ACCOUNT. INVESTMENTE - NEW ACCOUNT FORM, ACCOUNT UPTIATES, AND RECORDS OR REF
NUMBER CHANGES, ETC.
JCAEH MGMT CAS003 CUSTOMER FILE - COMMERCIAL (CUSTOMER FINANCLALS, MEMOS, CORRESPONDENCE, AOCOUNT INFORMATION, TRANSACTION HISTORY, CAGH 4 (A COML 5 4406
MANAGEMENT FILES, ACCOUNT ANALYSIS CUSTOMER STATEMENTS, CLOSED SERVICE AND MATNTEMNANCE AGREEMENTS
'WITH CUSTOMERS, CORRESPONDENCE. CUSTOMER FINANCIAL STATEMENTS, OORRESPONDEMNCE, LOAN DOCS, MEEMCY
BEPOATS, CHARGE-DITS
LEGAL LEGIZ1 CUSTOMER FILE - LEGAL DOCS POWNER OF ATTORNEY, MARRIAGE CERT, DEATH CERT, TRUST, ETC. [F] UT 5T & 78-12-33
MARKETING & MARDGE CUSTOMER LISTS NAME/ADDRESS OF CUSTOMERS TO CONTACT 2 12 CFR 230
JCOMMUNITY RELATIONS.
'ﬁhl.ﬂ.l‘iCE.' [FiRoz= CUSTOMER STRTEMENTS ACCOUNT MAME, ADDRESS AND NUMBER AND RECORD OF ALL DEPCSITE, WITHDRAWALS AND INTEREST EARNED FOR &4 CA COML 5 4406
PCCOUNTING THE MOWTH{QUARTER.
JOPERATIONS OPS049 CYCLE QOUNT EXCEFTION REPORT | REVIEW EXCEPTION STATEMENT FOR FURTHER RESEARCH-OPTIMA 24 BUSIMESE: NEED
WEALTH MNAGEMENT  [WEADD4  |DWILY PROCESSING DOCUMENTS  [DOCUMENTS CREATED BY ETTHER ADMIN O OPERATIONS TO FACILTTATE DWILY AUNCTIONS B4 AUDTT CONEILERATION
WEALTH MBHAGEMENT _ [WEADDS  |DuMILY RECAP RECAP OF DAILY TRUSTRITE ACTIVITY. FAsED TO OPS. 35 17 CFR 240.17a-4
JOPERATIONS DES050 DUlLY WORK FILE (CUSTOMER DORRESPOMDENCE, COPDES OF OUTGOING DOCUMENTATION, COPIES OF PROCESSED DISTRIBUTIONE,™ 72 MAST rule 17a3(a)(1) & 178-4
DL WERIFICATION SHEETS, CONTROLLED DISBURSEMENT, ACH, TRI-PARTY AGREEMENT PRYMENT BACKLR, BILLING
DOCUMENTATION, CORP SWEEP BACKIUR, CASHIERING DAY FILES, DALY ANNUITY TRAMSACTION, DENETWORK
REQUESTS, DTC & DWWAC PROCESSED, FED FUND WIRES PROCESSED, JOURNALS PROCESSED, REGISTER & SHIPS
PROCESSED, SECURITY RECEIFTS, STOCK RECEIVED FILE, TRADING PACKETS, WRITE-DFFS, COFIES OF PRIOCESSED
DISTRIEUTIONS
[WVESTMENTS [RWDIL0 UL WORK- SUPPOET RECORDS | DATLY NOTES ON TRADES/INGUIRIES 35 17 CFR 240.17a-4
|CPERATIONS DF5051 DUNTA WRREHOUSE QUERIES SAVE QUTPUT FROM DATA WIRREHOUSE TN EXCEL OR ACCESS FOR WARIOUS PROJECTS 24 BUSIMESE: NEED
FIMARICE] FINDGD DEET AGREEMENTE DEBT AGREEMENTS AND NOTES, DEET COMPLLAMCE LETTERS, SUBORDINATED MOTES DOCUMENTATION, FGLE LETTER 120 THX COMSIDERATION
PCCOUNTING OF CREDIT, NOTES RECEIVAELE
LEGAL LEGIZZ DEFERRED: COMPENSATION ENRCLLMENT FORMS AND WORK PAPERS REGARDING DEFERRED PAYMENT INSTRUCTIONS FOR BOARD COMPENSATION 1] [AC B46-3-10-1
& SECTION 16 EMPLOYEES.
[FIFRRCE] [FiRoET DEFERRED COMPENSATION FILES  [ENROLLMENT FORME AND WORK PAPERS REGARDING DEFERRED PAYMENT INSTRUCTIONS, =] LAC E46-3-10-1
IWCCOUNTING
JOPERATIONS OP5052 DEPOSIT CORRECTION REPORTS PROOF ERROR TOTALE FOR DEPCEIT CORRECTIONS, LOG IDENTIFYING CORRECTIONS MADE THROUGHOUT THE 24 12 CFR 229
DOVWETRET DOVWTRCE Fl Ml METHT




Where Are We Now?

Reviewed / consolidated over 2000 record titles
and descriptions

Reduced number of record types to 350 in 23
general functional categories

Re-wrote all descriptions, included notes and
examples for each to facilitate accurate
classification of records

|dentified retention start events for each record
type
Mapped 2000+ old record types to new schedule
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Final Schedule Format

Just right? We think so...

Records Retention Schedule

Functional Area Record Code Record Type Cres cripticn Retention Retention Start Event
{ New) Pericd
[Years})

Criginal imvoices paid o "To be paid’. Examples: Expense
payments, vendor invoices, facilities bills, inswance gremium

. - . . _ payables, insurance company payables, acoount payable - . .

Accounting / Finance ACC-100 Accounts Payable repister. payables reparts, AP posting. sake invoices, medit i After Fiscal Year-end
memos, expense raimbursement reguest, expense repaorts,
entertainmentgift expense, W-2 forms.

A - o A . All records related to payment received or expected to be . .

Accounting / Finance ACC-110 Accounts Receivable received. Exsmples: Cashrecsipts, invoioss, AR posting. G After Fiscal Year-and
Records related o monthly expense allocations to affiliate /
subsidiary cost centers from centralized support or shared

. - . . . service cost centers. Includes: Facdilities expenses to ~ " .

Accounting / Finance ACC-120 Allocations affilistes faubsiciary cost center, shared facilities expenses 8 After Fiscal Year-and
where applicable. Examples: ARG, Allocation Review
Committes.
Records generated from or produced for the Asset Liability

. - . Azset Liability Committee. Examples: Minutes, agendas, memos, reports to ~ " .

- rting / Finance ACL-1H Cormmittes the committes, anahsis reports, Jions ALCOM, ALCO mesting - ek
materials.
Supporting material for budgets and forecasts.

Acoounting / Finanoe ACC-140 Budgst Files Exarmples: Frior year budget, financial planning, workshests, ACT+ After Fiscal Year-end
work papers, appropriation file.

. - . —— - . Report listing chedis issued indicating dates, payes (issue to), - . .

Acocounting/ Finance ACC-180 Chedt Registers and amount. Examples: Check repister for IRAs. i After Fiscal Year-and

Accourting / Finance ACC-170 Defemrad Expemnse Records associated with deferred expense reconds. MAKZ After Fiscal Year-and
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New to Old Mapping

Combined RR 5 Mapping
Newtio Old

= hew Fecord Type

= Ameqy O Recard Type
= Zbns Ol Record Typs

F un &40 N Rompoind O odls Resord TYpS Deseription Fafsntion Retent lon Prawvions Previon s
(Mew] Peried Bard Event Eepopl Red=ntlon
[fsars) Caoge Parisd
rign alloy oloss pald o 'To be pald. [Examples: Expense
pay e RS vendor v oloes, iscibl=s bk, rerorancs oremiam
AcDurihng oy ey, Feur amos company gy abber, Som o pay akbbs After Fem
= =
Finsnios bEER e e reghler, payabes reports AP posing, sak fuokes oredt = Year-=nd
e MCS, &% pense pelimbursemen: requess, & pense reporis
e rainmenyy | ex panse, W-3 forms.
MDD RS ey sl regloer Am e
Sl jpald amd wokes A e
Expanse reimbur SEmMants 5o &m pib poes A e
=] D0 ]
SO0 120
D ITEMS TO INSURAR
TED REPOIET MTD THA RS0 120
F02E 120
FACTE 120
Acmiumhg Adiremrds related 50 paymeants recevied of 2xpeced 53 be Afer Fed
ACT-110 Amours R ecsiabie 5]
Finanos rexbed Sxampkes: Cash receims, vobes, AR posing Yoear-and
DETAIL TRAMSASCTION
e IMWO ICES SORT Y P —
MiE ACODUNTS FECEIVABLE suET0ET T S 120
REFROD
Rz oo nds relaned o monthly =xpen e a ko thns to ofilae
subsH Bry oos! osmers from cenralzed suppor or shared
Acmiumhg — _ sanylos DR camers. Inclides: Facibes sxpeanses 1o Afer Fed
Finamos eEERk FLEE AT affiltestsubsliary cos = der, shared iaclbies sxparsey g Year-and
where sppbkabie. Examples: ARG, A othn Review
o0 i
= ECTRONIC E = = B P = B .'L.'I:.:EL__'I_
o SLECTROMIC EILE OF EXPENEE BLLOCETION B0 175 S =
BLLOCATIONS FIOOT 120




| essons Learned

There is no easy way to do this, but you are definitely
better off if you can start from scratch.

It will never be perfect — encourage ongoing feedback
and develop a process for periodic updates and legal
review

Develop a simple taxonomy that will survive
organizational changes

A one-size-fits-all solution doesn't fit - Each
organization is unigue and is constantly changing

Know your organization — Interviews with and feedback
from each business unit.

Due diligence = accountability and defensibility
No substitute for line-by-line legal review by an attorney

Do not create a retention schedule that only you can
understand — Simplicity is the key to adoption and

compliance
13



Next Steps

We’'ve only just begun...

Publish new schedule

Load schedule to off-site storage management software
and map existing record type codes to new codes

Six month compliance period with certification of
compliance from business unit managers

Develop and implement Records Management
compliance and awareness training — CBT completed
annually by each employee.

Apply retention schedule to ERM systems

Utilize new tools to index and classify unstructured data
on network file spaces
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So.....why does this help with
electronic records?

“...the growth of options and opportunities for choice has three unrelated, unfortunate
effects. It means that decisions require more effort. It makes mistakes more likely. It
makes the psychological consequences of mistakes more severe.”

— Barry Schwartz, The Paradox of Choice 2004

“After the system went live, it soon became evident that filing into a large number of small
buckets was extremely cumbersome significantly affecting the rate of compliance.”

— Richard Marcus, Information Management Journal, 2002

“...the most compelling reason | see pertains to the application of retention to electronic
records where you really can’t divide up large database platforms into small granular
classes with different retention periods. You need large, default classes where all the
records can be classified and retained uniformly. In my experience, once you create
large, default classes, people will use them because they are so much easier to use than
smaller classes.”

— Iron Mountain Survey participant, 2007

..."there is no doubt in my mind that making the buckets bigger, thereby reducing the
number of record categories, will make “auto-classification” easier. This is critical for
electronic records that may be created or received in volumes far too large for manual
classification.
— Iron Mountain Survey participant, 2007
15



Information

 Acknowledgements

— Quotes from Slide 15 provided by Karen L. Harris, CRM in
presentation to ARMA Utah-Salt Lake Chapter Seminar, March

2008

— Thanks to Zions Bancorporation for it's strong support of my
participation in ARMA

e Contact Information
— David Fleming, Corporate Records Program Manager, Zions
Bancorporation
— david.fleming@zionsbancorp.com

— Phone: 801-844-7676

e Disclaimer
— The ideas and opinions represented in these slides are not
intended to represent best practices, standards or even accepted
records management practice.

— They represent my experience and my lessons learned during

the evolution of the retention schedule at Zions Bancorporation
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